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I-C-S Agenda UTSA

» Introduction and Motivation
» Multi-layer Access Control
» Hadoop Ecosystem Authorization Architecture

» Access Control Mechanisms and Policy
Configuration Points

» Conclusion
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I-C-§ Big Data and Big Challenges UTSA

> IDC 2025 :
*» global “datasphere” — 163 zettabytes

¢ 10x than 2016
» Opportunities: 21st century gold for data miners

» Big Data require “Big Systems”
Security:
» Secure Storage

» Privacy Concerns (e.g. HIPPA)
» Fine granular access requirements
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I-C-S Hadoop Ecosystem UTSA.

» Hadoop: resilient, cost efficient
distributed storage (HDFS) and processing
framework (MapReduce or YARN)

» Ecosystem = Hadoop core +
Open-Source Projects

» Hadoop Data Lake

» Security Concerns
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[-C:S§ Multi-Layer Access Control UTSA.

The Institute for Cyber Security

Data and Service

Services Objects Cluster Resources
HDFS NameNode, HDFS Files, and Applications
Hive Tables

YARN ResourceManager

YARN Queues,
Apache Hive

Kafka Topics
Cluster Nodes
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Hadoop Ecosystem

ICS Authorization Architecture UTSA

The Institute for Cyber Security
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Hadoop Ecosystem
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ICS Hadoop and Data Services Access UTSA

The Institute for Cyber Security

®

Select Group | | | guest |"'-~. m s

et user

Hadoop Daemons Access Configuration
(b) Ranger Policy for Knox

Service Resource Access
User Name / Type Name / Type Result Enforcer
Sandbox_knox | defaultYWEBHDFS Deni |
guest : el | ranger-acl |
knox service hdfs service !
(a) Ranger logs securltly.admln. hadoop :::::psem:e
Policy Details : | operations.protocol.acl
| security.client.datanode all users
Policy Name * hdfs access for guest !.I | y * +— allowed
' i protocol.acl
Knox Topology * x default ) E security.client. protocol. all users
pology | | m : " ' 4—— andgroups
- ad allowed
Knox Service* | |x WEBHDFS | m:ﬁl ' security.datanode. .
—‘: . |
.. T |
Allow Conditions : set service ! protocol.ad
5 security.inter.datanode. |,
Select Group Select User Permissions | protocol.acl

WebHDFS Access via Apache Knox
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I-C-S Data Objects Access UTSA

The Institute for Cyber Security

USER HIVE policy HDFS policy HDFS POSIX
Ranger Ranger or ACL

1. accessrequest | x

— e
_.2.access notallowed
o

1. accessreques J 2 hive ranger
No Fall Back 5% s
xasecure.add-hadoop- 2{ L“rx
authorization = false < 3.access notallowed

via hdfs ranger

1. access request___J 2.hive ranger
- allowed J
3
=

3.access allowed

"H-...h <
1. access requestJ 2 hive ranger
Fall Back allowed “‘x 3 hdfs ranger
xasecure.add-hadoop- A = not EIIDWW
authorization = true .4 access allowed

via hdfs POSIX

Hive and HDFS Access Configurations
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I-C-S Data Objects Access UTSA

The Institute for Cyber Security

ral_ ops S.Iandh-nx_hrve foodmart/customer/account_nu... SELECT
Choose Authorization ( hive @column
_ sandbox_hadoop  /fapps/hiveswarehouse/foodmart....
- hive READ
Ranger | hdfs path
None | {b) hive.server2.enable.doAs = false
saLsigaun o- (U
Ranger | ral_ops Sandbox_hive foodmart/customer/account_nu... -
hive @column
ta] Hive Auth options ralops Sandbox_hadoop @ /apps/hivefwarehouse/foodmart.... READ
hdfs path
(c) hive.server2.enable.doAs = true

Authorization Options and End User Impersonation
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I-C-S Data Objects Access

The Institute for Cyber Security

Policy Name Groups  Users
o Tee EXPIRES_ON |  public | B
o Pll column access polic = |
- ik imadbio. (e Confidential Data - |  raj ops |
(a) Tag association (Atlas) (b) Tag Based Policy (Ranger)
Service Details :
Service Name * l Sandbox_hive l
Description ’ hive repo J
Active Status @ Enabled @ Disabled
—» Select Tag Service [Sandbox_Tag x U

(c) Enabling Tag Policy in Hive (Ranger)

Sandbox_hive  default/employee/ssn seLecT | I [Confidential]

raj_o
= hive @column \data

(d) RangerLogs column tag

Tag Based Policy Configuration
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I-C-§

The Institute for Cyber Security

Hive Database *

Hive Table *

Hive Column *

Conditions :

[ ®* account_num ]

select User

account_num

maski

\1:|11111111

M1 1InMnM

111111111

© Maanak Gupta

Access Types Select Masking Option

 select |7

Data Objects Access

Select Masking Option

Mask
i) Partial mask: show last 4
i Partial mask: show first 4

i) Hash

" A

S

| Mask |7

(a) Ranger Policy

Iname fname

Nowmer Sheri

filtering
mi address1

A, 2435 Bailey Road

West  Sheri D. 9590 Sutton Circle
Schiel  Sheri ™ 8603 Holiday Hill Dr
(b) Hive View Table

Data Masking and Column Filtering
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Row Level Filter

fname = ‘Sheri" ||/

UTSA
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ICS Context Enricher and Policy Conditions UI-SA

®

The Institute for Cyber Security
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5~ “wvalues™: [
e ———, | [ “foodmart™
table ) |[x2) 7 1.
8 }s
. £ “table™: {
Allow Conditions : ig' “values™: [
12 1.
13 | 3}
Select User Policy Conditions Permissions 1% "P'_‘E'li‘:ﬂ“'“” [
16 = “accesses": [
= mE 5 ||| o
i| [ % raj_ops ‘ y 19 “isAllowed": true
5 T| | 20 }
: 21 1.
22 “users™: [
23 = " -
(a) Ranger Policy 24 s redeps
25 “groups*: []., condition
26 "conditions™: [
IP_ADDRESS_FROM, IP_ADDRESS_TO, COUNTRY CODE 27~ . L
10.245.121.X,  10.245.124.%, us 2= et T onmoutside
19.145.123.%, 19.145.124.X, CH 3@~ "us™
21.245.25.X%, 21.245.25.X, IN = ) ]
33 1s
(b) Text File {c) JSON Policy

Geo Location Based Policies
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ICS Context Enricher and Policy Conditions UI-SA

The Institute for Cyber Security

Hive Database *

table v |*

Hive Column *

Deny Conditions :

®

| x foodmart |

| ¥ customer |

| % fname |

add/edit conditions

Resources Accessed Together? :

um

% foodmart.customer.account_n

Select User Permissions
resources-accessed-together :
: foodmart.customer.account
(#-r=i-0ps | num ) | select |JP
K4

Data Combination Prohibition
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ICS Cluster Resource and Application Access U'l'SA

The Institute for Cyber Security

yarn.acl.enable @ | trye yarn.admin.acl |r|:mt |

yarn.scheduler.capacity.root.queues=default, newQueue «+—— child gqueues
yarn.scheduler.capacity.root.acl_administer_gueue= root
yarn.scheduler.capacity root acl_submit_applications= +— houser
yarn.scheduler.capacity.root default. acl_submit_applications= rai_ops
yarn.scheduler.capacity.root. newueue. acl_administer _queue= maria_dev
yarn.scheduler.capacity.root.newlueue.acl_submit_applications= maria_aev
yarn.scheduler.capacity. queue-mappings=u:maria_dev.newQueue
yarn.scheduler.capacity.queue-mappings-override enable=false

(a) Capacity Scheduler configuration (YARN)

Cueue acls for user : raj_ops3 Queue acls for user : root

Queue Operations Queue Operations

root root  ADMINISTER QUEUE

default SUBMIT APPLICATIONS default ADMINISTER (QUEUE

newjueus newlQueue ADMINISTER QUEUE
Queue acls for user : maria dev

Queue Operations

root
default
newQueue ADMINISTER (QUEUE , SUBMIT APPLICATIONS

(b) ACL s for different users

YARN Queue Access Control Configuration

root

default

newQueue
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ICS Cluster Resource and Application Access UTSA

The Institute for Cyber Security

[root@sandbox ~]# yarn application -list all

Application—-Id | Application-Type| User | Queue

application_148063 TEZ maria_dev newQueue
(a) Job submitted to newQueue ]

Service Resource Access
User Name / Type Name / Type Access Type Result Enforcer
Sandbox_yarn  root.ne eue
ral_ops = wQueue L ominister.queve CIEEE)  yarn-aci
yam queue
Sandbox_yarn  root.ne eue
maria_dev < WQUeUe < BMIT_APP [ Allowed JREVISNER]
yam queue
(b) Ranger logs

Queue and Job Level Access Control

®

e oot (100%) v

am newQueue (50%) #

default /,.r & Enable node labels

Mode Labels Access | ¥

=3
Capacity:| 100 (% =—()

Cluster Nodes Configuration
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Conclusion
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Objects

Data and Service Hadoop And
Services

Cluster Resource
and Application
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Secure Hadoop Ecosystem

‘Defense in Depth’
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